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Introduction:
First Nations along with Federal, Provincial, and International governments, have long recognized the value of eHealth to address rising costs in health service delivery while reducing inequities experienced by vulnerable groups.
 As such, many have taken action towards developing and implementing strategies to accelerate the adoption of eHealth in order to realize improved access, quality and efficiencies of healthcare services. 
First Nations have both inherent and treaty rights to self-governance, and improved control over local services have been linked to improved health outcomes in First Nation communities.
 

Why eHealth?

There is a shift in Western Society’s views of healthcare management and delivery as depicted in the following table of Old vs. New World thinking. The irony of course is that this ‘New World’ thinking is very much aligned with First Nations traditional views of health and healing.

	The Old World

· Provider Focused

· Focus on illness

· Site of care

· Symptom management

· Supply management

· Solitary decision making

· Efficiency

· De-centralized, generalized care
	The New World

· Patient & community focused 

· Focus on Wellness

· Continuity of care

· Disease management

· Demand management

· Collaborative, evidence-based decisions

· Effectiveness

· Centralized, specialized care


Expected Benefits of eHealth for First Nations
This shift in view of healthcare management and delivery, is highly dependent on existing and emerging technologies, and has the potential to provide a broad range of benefits to First Nations, caregivers, managers and leaders, provided First Nations are given the opportunity to participate fully in the design and implementation of the new systems to support these views. 
First Nations across Canada have also expressed the need for our people to have equitable access to quality healthcare to support improvements in health outcomes, chronic disease management and mental health are among some of the many health priorities faced by our communities.

Some examples of specific proven benefits resulting from adoption of eHealth are:
Improved Quality of Healthcare

· Patient safety 

· Improvements through avoidance of preventable adverse events, especially those arising through medication contraindications.
· Improved disease surveillance and outbreak management for events such as H1N1 & SARS.
· Appropriateness/effectiveness

· Compliance with best practice standards and clinical guidelines.

· Immunization coverage and other relevant rates.

· Continuity of care, across geographic and jurisdictional boundaries.

· Appropriate access to information, (i.e. referral effectiveness)

· Health outcomes

· Clinical outcomes.
· Changes in health status attributable to eHealth interventions.
Improved Access

· Ability of patients/providers to access services

· Availability of services within our  communities.
· Diversity of services (i.e. access to traditional medicines/practices).
· Timeliness, geographic, financial and cultural/linguistic – removal of inequitable barriers (including affordability, cultural acceptability)

· Patient & caregiver participation

· Patient self-management

· Patient access to their information and information to support their decision making with respect to their care.
Improved Productivity

· Efficiency

· Short-term improvements in outputs vs. inputs and longer term improvements in continuity of care.

· Health system management capability

· Care Coordination

· Care provision by team

· Continuity of care across continuum

· Net Cost

· Cost avoidance

· Cost savings.

In order for these benefits to be realized however, it is imperative that First Nations are provided the opportunity to fully participate in the delivery and management of health services in collaboration with the other providers that form the patients ‘circle of care’ regardless of which jurisdiction that the services are received. The foundation of this work lies in the development of a comprehensive First Nations eHealth Governance Framework, that aligns with First Nation principles, and priorities, as well as those of the broader healthcare system(s).
Defining eHealth Governance
For the purposes of this discussion, the definition of e-health being proposed is that of “…an emerging field in the intersection of medical informatics, public health and business, referring to health services and information delivered or enhanced through the Internet and related technologies. In a broader sense, the term characterizes not only a technical development, but also a state-of-mind, a way of thinking, an attitude, and a commitment for networked, global thinking, to improve health care locally, regionally, and worldwide by using information and communication technology.”
 As such, eHealth is a process of innovation and organizational change in the management, administration and delivery of healthcare services rather than simply a technological implementation. 
Corporations and jurisdictions around the globe have learned that in order to successfully implement any eHealth initiative there is a need for an effective governance framework that defines the management and leadership processes necessary to make decisions, manage eHealth data, grant power to make decisions and monitor results and performance.  The purpose of any governance structure is to provide assurance to all involved that the results of any given initiative will go as planned.  – Do we trust that what is supposed to happen, will?
What sets eHealth apart from previous approaches to governance, is that it is necessarily dependent on the integration of services across jurisdictions, both within organizations and across nations. There is a need to take a ‘team’ approach to health service delivery among, often competing jurisdictions.
Bringing the two together to define eHealth Governance 

As eHealth is more than just a technological tool, bringing together new and innovative ways of delivering services and managing data across multiple jurisdictions and with multiple providers, therefore there is a need to define  ‘eHealth Governance’ in a manner that is inclusive of the people, processes, and technologies that enable high quality information to be created, stored, communicated, effectively and securely in support of strategic goals, the improvement of health service delivery, administration and management. 
Development of a First Nations eHealth Governance Strategy

Guiding Principles
First Nations have inherent and treaty rights to self-governance and as such must be provided the opportunity to participate in National eHealth adoption and implementation initiatives as full partners along with provincial and territorial authorities. These rights extend to management of infrastructure, data, policy and processes and as independent jurisdictions.

Priority Issues

· Facilitating full engagement of First Nations in National/Provincial and Territorial eHealth strategies and initiatives.

· Protection of confidentiality of individual personal health information.

· Developing First Nations information management policies and processes that are ‘substantially similar’ to national and international information standards

· Facilitating changes in federal and provincial/territorial legislation and policies to enable First Nations engagement in eHealth strategies and initiatives.

· Addressing issues of access and ownership of community and nation level data by external agencies.

· Analysis of existing technology standards for integration in First Nation environments.
Legal & Policy Context
A First Nations eHealth Governance Strategy will exist to address the critical issues related to  information collection, management and use in a multi-jurisdictional and technological environment. This environment includes the political, legal, ethical and professional requirements for each partner in the delivery of care.
There is a considerably fragmented legal environment across Canada with respect to the protection of personal information and more specifically personal health information. Despite the number of individual pieces of legislation, each is built on the foundations of the Canadian Standards Association Model Code for Privacy. This standard is also often referred to as the Privacy 10 Commandments or the Fair Information Principles and to date, these principles have appeared to be fairly consistent with the First Nations principles of OCAP, whereas OCAP is primarily related to community level information and these are related to personal level information.
1. Accountability

2. Identify Purposes

3. Consent

4. Limiting Collection

5. Limiting Use, Disclosure & Retention

6. Accuracy

7. Safeguards

8. Openness

9. Individual Access

10. Challenging Compliance

To support these principles in the context of the interoperable electronic health record, Infoway has developed a Privacy and Security Conceptual Architecture (PSCA)
 that sets out ten components, that they refer to as ‘services,’ that are critical to the privacy and security of personal health information in an eHealth environment, with the underlying assumptions that:
· all personal health information requires the strictest level of confidence while it resides in, or is transmitted by, the EHR system

· all personal health information should be assigned a uniformly high priority status for the purposes of system availability

The Infoway conceptual architecture can serve as the starting point for First Nations to leverage existing work in the process of defining the roles of First Nations in the broader healthcare system, recognizing that this is an ongoing work in progress.

Assigning Accountability
Effective governance will require clearly assigned roles and responsibilities for the setting of minimum standards for the protection of information as well as the full elaboration of policies and procedures, and an objective measurement of compliance. 

The first step in developing our strategy will be to identify the stakeholders who will hold these various levels of accountability for the governance of eHealth.
Some of the expected stakeholders would be:

· First Nations Leadership. 

· Those who  provide health service delivery to First Nations both on and off reserve.
· Those who fund First Nations health service, both on and off reserve.
· Those whose business activities are heavily reliant on broadband.

· Those who are key to approving investments in eHealth.

· Those who possess information, resources, and expertise needed for strategy formulation and implementation.

· eHealth developers and vendors.
Identifying who governs what

Data: Who governs the creation, access, use and sharing of data across integrated environments?
· Personal health data – clinical diagnoses, identifiers, etc.
· Aggregate Data – for management reporting purposes (i.e. number of clients seen at nursing station, number of clients with diabetes, etc.)
· Anonymized data – Patient records with identifiable information removed. (i.e. research purposes.)
Infrastructure: Who has responsibility for the building, operations and maintenance of supporting infrastructure?
· Capital infrastructure (clinics, broadband networks, etc.)

· Information and Communication Technologies (IT standards, operations and maintenance, access and use, etc.)
Communications: Who has responsibility for ensuring that appropriate levels of communication occur with stakeholders.
· Patient – Provider

· Provider – Provider

· Provider – Administrator

· Administrator – Leadership

· Leadership - Community

Human Resources: Who has responsibility for ensuring appropriate capacity building, oversight and management of the people involved.
· Training and capacity building

· Change management

· Professional licensing
Recommended Actions:

1. Define National First Nations vision for eHealth. What are our common objectives

?
a. Communities

b. Regions

c. National
2. Engage leadership at all levels and ensure First Nations are informed of, and included in, all levels of eHealth planning and implementation.
3. Develop a plan to implement eHealth Governance

a. Identification of Roles and Responsibilities with respect to accountabilities.
i. Communities

ii. Regions

iii. National
b. Identification of Scope (i.e. a national framework to support regional and local initiatives)

c. Identification of Guiding Principles (OCAP, Privacy and Confidentiality, etc.)

d. Identification of Policies and Standards 

i. IT governance: COBIT, ISO/IEC 38500, 

ii. Professional guidelines

e. Communication plan

4. Be prepared to act as catalyst for changing legislation and policy to support system wide changes.
The PSCA services are:

1. User identity management services – activities related to accurately identifying users of the system, such as registering users, assigning roles that define access privileges, and managing changes in their status.

2. User authentication services – those activities needed to establish the validity of the claimed identity of a user logging into the system.

3. Access control services – models that can be used to control access to data based on either the individual’s specific role in the health care system, their association with a group or discretionary access, whereby an individual, such as a physician, has authority to grant access to the record.

4. Informational consent directives management services - activities related to recording, managing, applying, logging and overriding an individuals consent directives.

5. Identity protection services - the real time de-identification and re-identification of personal information during storage and use of PHI.

6. Anonymization services – activities related to removing all personal identifiers from a record to enable use of the data for secondary analysis and research purposes.

7. Encryption services – activities related to creating, renewing and revoking encryption keys and the application of cryptography during the encryption of PHI within databases, in stored (archived) files, during PHI transmission and processes used during authentication of systems and system users.

8. Digital signature services – activities related to the secure use of electronic signatures.

9. Secure audit services – activities involved in secure logging of access to and use of the system.

10. General security services – that address activities related to scanning for viruses, secure back- up, archiving data, destroying data, and restoration of data.

Indigenous individuals have an equal right to the enjoyment of the highest attainable standard of physical and mental health. States shall take the necessary steps with a view to achieving progressively the full realization of this right.


United Nations Declaration of Indigenous Peoples Article 24, Section 2





In 2004, CIHI co- sponsored the Canadian Adverse Events Study. It estimated that between 9,250 and 23,750 hospital patients die each year from a preventable adverse event.


Healthcare Quarterly Vol. 8, Special Issue October 2005
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�Could we start to list some of the common requirements


�We could, I think most are pretty obvious, I’m just cautious about being the one to put these down.


�Not sure if these fit in here at all or if we should just reference them along with the Infoway P&S architecture. 
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